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. Assignment Overview

The scenario starts by describing the business pracésesignating a series of tasks used to
complete the process. There are four steps to the scenario.

Partl: You will be provided with some risks associated with the business process and will be asked
to determine appropriate controls to mitigate those risks. You will also be asked to assess additional
risks associated with this business process.

Part2: Using the risk analysis as a base, you are to then examine the assigned positions within the
organization to be sure that there is adequate segregation of duties without incurring excess personnel
costs.

The next two steps constitute the second part chishggnment.

Part3: You must develop an authorizatioratrix thatspecifies the extent of computer access for each
of the employees designated in the previous step. This step is a way of transitioning from a paper
based environment to a highly integratednputerized environment that is typically used in business.

Part4: The last part of the assignment involves examining the SAP authorization system where you
will see how to establish rules that enforce segregated duties. This part of the assignnaath uses
from the SAP ERP IDES system to illustrate the security configuration in an ERP system.

. Security and Information Assurance

GBI is very concerned about security and information assurdhee tothe passage dhe Sarbanes
Oxley law, GBlrealizesthat solid financial accounting controls are extremely important for the
corporation. Originally GBI had an open security model in which the computer system users were
only restricted from doing specific functions if it was obvious that an access aatlmripresented a
security risk or an information assurance risk.

GBI realizes that a closed security model must now be adopted. A closed security model grants
access to users based on the business function for which they are responsible; thatis oalys
allowed access to the functions of the system that they needheidmb. Aclosed security model

is much more difficult to enforce than the open model. It is necessary to determine exactly what
functions a user should be allowed and retsthe user to only those authorizations.

Determining the authorizations is not as easy as one might think. If we issue too many authorizations
to a user, then we open the door to the risk of loss of control over our financial transactions, which
couldlead to errors or fraudulent or criminal activity. If we restrict the authorizations too much, then
the controls become disruptive and the users cannot do their jobs. The ideal situation is for the user to
have only the needed authorizations and notimoge. That is one objective of this assignment.

. Segregation of Duties

The traditional way of analyzing whether there is adequate segregation of duties in a predominantly
manual accounting system is to classify duties as to their responsibilityesact to the following
four duties (sometimes only the first three dutiesuses):

¢ Authorization of the transaction
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* Recording of the transaction
* Custody of assets involved in the transaction
* Independent verification and reconciliation of the traneasti

In theory, separate individuals should be granted each of these responsibilities. If this is the case, this
Osegregation of dutiesO introduces a series of checks and balances that help to assure the proper
handling of the transaction. Of course, employ@ision could circumvent the segregation of

duties controls.

In a computerized environment, some of these four responsibilities are done by the computer. With
highly integrated computer systems, routine transactions may have all of the functiorstedmpl

within the computerized system with little human intervention. Hence in an integrated computer
environment, it is necessary to introduce additional concepts with respect to segregated duties. This
involves enforcing access restrictions within thenpater system. By not allowing access to specific
data in the transaction, the system restricts an individual from involvement in various parts of the
transaction. This enforces a segregation of duties within the computer system.

Determined by the way ¢happlication system is designed, user access can be limited by preventing
the individual from executing specific functions within the system or by limiting access to the data
stored in the system. Walksigned systems enable both functional restrietr@hdata access
restriction.

For most business applications, it is easiest to think of the documents involved in the transaction and
restricting access to these documents. Access to the documents can be classified in the following
manner:

* Create authoriationbthe user can create a new document and store that document on the
system

* Read authorizatioBthe user has access to the document in order todsgaayits contents

* Update authorizatioBthe user can change or edit an existing documéris authorization
allows the user to void a document, but it does not allow a user to create a document or delete
a document

* Delete authorizatioBthe user can eliminate the document from the syBl#ns is an
authorization that should be used sparingtge it eliminates the transaction

* Authorize authorizatio®the user can signify that the documerdushorized andhould go
on to the next step of the process

By issuing multiple access authorizatiptige role of the user in the transaction can bé regulated.

For example, a person responsible for authorizing the payment of a check will be given Read and
Authorize rights to the supporting documents, but definitely none of the other rights. Having Create,
Update, or Delete rights would allow thisrpon to commit fraud by falsifying the documents used to
verify proper payment, because they can both authorize and record the transaction. For example, the
amount of the invoice and the payee could be altered with the money going to the personrapthorizi
the payment instead of the entity that should be receiving the funds.
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. Risk Assessment and Other Controls

An organization must do a detailed assessment of the risks involved with any business process and
then determine the likelihood of that risk ono@og and the severity of the risk if it should occur.

These factors will then be used to decide what controls should be implemented in order to mitigate
the risk. While segregation of duties is an important control, it, like all controls, will nohatieni

risks. No control is perfect in that it can completely eliminate a risk. Hence, it is necessary to have
layers of controls. This concept of layered or multiple controls is tedefeshse in depth The idea

is to have a series of controls so thatrie control fails to prevent or detect a problem, the other
controls are in place to supplement the protection.

. Company Background

Global Bike Inc., (GBI) is a world class bicycle company serving the professional and OprosumerO
cyclists for touring anoff-road racing. GBIOs riders demand the highest level of quality, toughness
and performance from their bikes and accessories.

Product development is the most critical element of GBIOs past and future growth. GBI has invested
heavily in this area, focusy on innovation, quality, safety and speed to market. GBI has an extensive
innovation network to source ideas from riders, dealers and professionals to continuously improve the
performance, reliability and quality of its bicycles.

In the touring bike cagory, GBIOs handcrafted bicycles have won numerous design awards and are
sold in over 10 countries. GBIOs signature composite frames areevanehed for their strength,

light weight and easy maintenance. GBI bikes are consistently ridden in the Tour de France and other
major international road races. GBI produces two models of their signature road bikes, a deluxe and
professional model. The key difference between the twaefaas the type of wheels used,

aluminum for the basic model and carbon composite for the professional model.

GBIOs offoadbikesare also recognized as incredibly tough and easy to maintain. GBI trail bikes are
the preferred choice of world champiori-odad racers and have become synonymous with
performance and strength in one of the most grueling sports in the world. GBI produces two types of
off-road bike, a menOs and womenOs model. The basic difference between the two models is the
smaller size andrgonomic shaping of the womenOs frame.

GBI also sells an accessories product line comprised of helrséliststand other riding accessories.
GBI partners with only the highest quality suppliers of accessories which will help enhance ridersO
performane and comfort while riding GBI bikes.

For purposes of this assignment, we will focus on the process involved in salessankinstandard,
off-road bicycles. GBI uses an open invoice system to bill its customers; that is, the customer is billed
and muspay for each order separately as opposed to the customer being billed periodically for all
orders made during that period (usually referred to as cycle billing).

. Standard Product Sales Business Process

Tasks within business processes may vary condijedapending on the level of automation and the
associated technology. For instance, in a masysiém, the task of recordiagransaction may be
accomplished by either entry into a journal or by the OfilingO of a copy of @opyltiorm. In an
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automaed system, OrecordingO entails the OfilingO or storage of the transaction in the AIS. This is
sometimes accomplished by pressing a OsaveO button after entering the transaction into the system.
The order of the taskaill also differ depending on the extesf automation within the system.

Assume that GBI is currently working with a manual system. The company uses the following 26
steps when they sell standard goods to the customers:

1. A customer sends a purchase order forro#id bicycles to a GBI employee.

2. A GBI employee compares the customerOs purchase order to determine if the customerOs
master data is in the system and is correct.

3. If the customer master data is not in the systeis incorrect, then the master sales and
distribution data (such as company address, contact person, phone numbers, etc.) for the
customer is entered by a GBI employee.

4. If the customer master data is not in the system or is incorrect, then the fidateigduch as
banking information and GBI reconciliation account number) for the customer is entered by a
GBI employee.

5. If the customer master data is not in the system or if the customer would like to change credit
terms or limits, then a GBI employeeedhks the credit rating of the customer and assigns a
credit limit and credit terms.

6. A GBI employee checks inventory availability.

7. If the customer can be extended credit and inventory is available, a GBI employee creates a
sales order.

8. A GBI employee creat an order acknowledgement and sends it to the customer.

9. A GBI employee records the sales order.

10.A GBI employee creates a picking ticket to fill the customerOs order.

11.A GBI employee picks the goods (the bicycles) from the picking ticket.

12. A GBI employeecreates a packing slip and a mailing label.

13.A GBI employee puts the packing slip into a reinforced packing container with the goods,
seals the container and adheres the mailing label to the container.

14.A GBI employee moves the goods from the inventoryrobatrea to the shipping dock

15. A GBI employee creates a shipping manifest.

16.A GBI employee places the goods to be shipped on the truck.

17.A GBI employee gives the shipping manifest to the truck driver.

18. A GBI employee creates a shipping document to showhkajdods have been shipped.

19. A GBI employee records that the goods have been shipped.

20.A GBI employee creates an invoice with a remittance advice and sends it to the customer.

21.A GBI employee receives the payment from the customer with the returned reengtiunce.

22.A GBI employee records the payment from the customer.

23.A GBI employee takes all of the payments for that day and makes up a deposit slip for the
bank.

24. A GBI employee deposits the cash in the bank.

25. A GBI employee records the bank deposit.

26.A GBI emgoyee reconciles bank deposits with the cash receipts on a daily basis.

Important Note BYou are not allowed to change the above business process. That is, you
cannot add, delete or modify any of the steps above.
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. Part 1 B Risk Analysis and Control Implementation

In this part of the assignment you will be given some risks involved with the sales transaction and
determine what controls can be used to mitigate those risks. You will also have to analyze the
business process to determine additionakriekolved in the process. In order to give you a little
assistance, we will give you a list of controls from which you are to select to mitigate the risk. Here
are the controls that you are to select from:

1. Segregation of dutiesNote: If you give ths answeryou muststate vhat duties should be

segregated with comment lik&$%&$%'()*+!* 11------- 1./()$0!,&*1!-----1./()$023!"#4.5!0$%&$%"($!

-------- 1,&*11----------26

Using sequential prenumbered documents

Matching the customerOs purchase order hatisales order, shipping document and invoice

to be sure the transaction is complete and no duplication occurs

4. Physical securitypfor example security cameras, security personnel and limiting access to
certain areas

5. Reconciling the bank statement witle ttecord of the deposits

6. Cancelling documents after they are compl&éal example marking a sales order as
Oshipped® when the goods are sent to the customer

7. Having management periodically check the work of employees

8. Doing a periodic count of inventoty reconcile the records with the actual amount in
inventory

9. Firing and prosecintg employees found defrauding the organization

10. Having customers send payments directly to a lock box at GBIOs bank.

wmn

You are to

I Analyze each of the following risks
I From theabove listdetermine the THREBestcontrols that can be used to mitigate the risk.
I Explain in detail how thehosercontrol would mitigate the risk.

The fllowing is an example of a risk and the possible controls.
RISK: GBI invoices a customer multiptenes for the same sales order.

CONTROL 1 Implement Control 3 Matching the customerOs purchase order with the sales order,
shipping document and invoice to be sure the transaction is complete and no duplication occurs.
Doing this type of checking wadiiverify whether or not these transactions have already been
completed, so that a duplicate invoice is not sent.

CONTROL 2 Implement Control 6 Cancelling documents after they are compl&éar example
marking a sales order as OshippedO when the greosant to the customer. This would also include
marking the sales order as OinvoicedO when the customer is billed.

CONTROL 3 Implement Control 7 Having management periodically check the work of employees.
This is an additional check to be sure tthhe controls above are implemented by the employees.
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Required Activities

Following are the situations for which you are to determine which of the above tenssimindd be
implemented. You are only allowed to select the THREE controls that you think will best mitigate
the risk. Be sure to explain how each control will help to mitigate the risk. Be sure to use the same
format as the example above.

RISK 1: Emplyees in the shipping department steal goods from the company inventory while
picking goods for shipment to a customer.

CONTROL 1:
CONTROL 2:
CONTROL 3:

RISK 2: The employee making the bank deposit alters the deposit slip and keeps some of the cash
that wa to be deposited in the bank.

CONTROL 1:
CONTROL 2:
CONTROL 3:

RISK 3: A GBI employee creates fake sales returns and issues cash refunds even though no goods
were purchased by the customer and no goods are returned. The GBI employee pockets the money
from the refund.

CONTROL 1:
CONTROL 2:
CONTROL 3:

RISK 4: The employee that picks and packs the goods is lazy and uses the picking list as the shipping
report even though some of the items were not available and werenOt included in the shipment.

CONTROL 1:
CONTROL 2:
CONTROL 3:

RISK 5: An employee that receives customer payments commits lappingfralieerting a
paymentfrom the customerOs account and concealing it by posting payment from a different customer
to the account.

CONTROL 1:
CONTROL 2:
CONTRQL 3:
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To follow up you need to

I Identify three additional risks that you think could be serious problems for GBI.

I Using the same format as abpdetermine the three controls that can be used to mitigate the
risk you developed. The three controls you cee be taken from the ten controls stated
above or you can use controls other than the ten described above.

In this part of the assignment you will be graded on the importance of the risk to GBI and the
appropriateness of the three controls you employitigate the risk.

RISK 6:

CONTROL 1:
CONTROL 2:
CONTROL 3:

RISK 7:

CONTROL 1:
CONTROL 2:
CONTROL 3:

RISK 8:

CONTROL 1:
CONTROL 2:
CONTROL 3:
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. Part 2 B Assignment of Duties

In this part of the assignment you are to determine whether GRfffeatively assigned its

employees to each of the 26 sales tasks listed above. That is, you must assess whether GBIOs SOD
constitutes good contr@lcontrol that is not too expensive or overburdening, but protects the

company from fraud and errors. Youymaassign tasks to each of the employees listed or assign
tasks to other GBI employees not currently involved in the $aleash process. Hint: It may be

helpful to reference the risk assessment you completed in part 1. By assessing whether sigcific ri
are reduced by segregating certain duties, this can help you analyze incompatible tasks.

For example, even though the first two tasks are stated as if they are done by two different people,
they could be done by only one employee without violating S©®with respect to these tasks, the
present GBI assignment of duties is not a problem and doesnOt need to be changed. However, if these
tasks were in conflict, then you must reassign the conflicting tasks and fully explain why there was a
conflict and low your reassignment resolves the problem. This should be done for each of the above
26 tasks with the consideration that the company wants good control procedures, but also wants the
minimum number of employees involved so that the cost of operatiofsecamimized. You must

also take into consideration operating efficiencies; that is, will the document and order processing
disrupt business activities or make job completion particularly onerous or cumbersome? Also, GBI is
large enough that one employweuld not have to do incompatible or illogical tasks. For example, a
warehouse employee handling goods would not also handle cash even though these are both custody
of asset functions. The background and training for a single employee to do botle ¢dskesvould

have to be too broad. Put in different terms, the question you need to ask is if your task assignments
also make good business sense.

The following Job Assignment Matrix shows how tasks in the 26 steptsatash business process
are curratly assigned to the following roles.

Sales Representativeeds to have personal contact and form a relationship with the customer. That
means that tasks 1, 2,7, 9, 23 and 24 need to be done by the sales representative.

Accounts Receivablmndles tehnical tasks. Hence, accounts receivable has task 8.

Sales Support Stdfias the primary job of making the sales representatives more productive. They
are tasked with doing the routine jobs that could be done by the sales representatives, labcan be
efficiently done by support staff at a lower cost. With this in mind, the sale support staff is
responsible for tasks 3, 4 and 10.

Inventory Clerkneeds to anticipate what orders are coming in from the customers and also needs to
pick and pack the gmls and then get them ready for shipping. So the inventory clerk does tasks
11through 16.

Shipping Clerkakes care of loading the truck with the goods and the related paper work. That means
that the shipping clerk do¢asks6 and17 through 21.

Billing Clerkprocesses the documentation dealing with the customer. The billing clerk does tasks 22,
25 and 26.

All of these assignnmds are shown on the following task matrix.
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Task Assignment
Sales Sales Accounts Inventory | Shipping Billing
Rep Support Receivable Clerk Clerk Clerk
Staff

1. A customer sends a
purchase order for off -road !
bicycles to a GBI employee

2. A GBI employee
compares the customerOs
purchase order to
determine if the customerOs
master data is in the
system and is correct.

3. If the customer master
data is not in the system or
is incorrect, then the
master sales and !
distribution data for the
customer is entered by a
GBI employee.

4. If the customer master
data is not in the system or
is incorrect, then the
financial data (such as
banking information and
GBI reconciliation account)
for the customer is entered
by a GBI employee.

5. If the customer master
data is not in the system,
then a GBI employee
checks the credit rating of !
the customer and assigns a
credit limit and credit
terms.

6. A GBI employee
checks inventory !
availability.
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Task Assignment
Sales Sales Accounts Inventory | Shipping Billing
Rep Support Receivable Clerk Clerk Clerk
Staff

7. If the customer can be
extended credit and
inventory is available, a
GBI employee takes the
customerOs purchase order
and creates a sales order .

8. A GBI employee
creates an order
acknowledgement and
sends it to the customer.

9. A GBI employee
records the sales order.

10. A GBI employee
creates a picking ticket to !
fill the customerOs order.

11. A GBI employee
picks the goods (the
bicycles) from the picking
ticket.

12. A GBI employee
creates a packing slip and !
a mailing label.

13. A GBI employee puts
the packing slip into the
reinforced container with
the goods, seals the !
container and adheres the
mailing label to the
container.

14. A GBI employee
moves the goods from the
inventory control area to
the shipping dock
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Task Assignment
Sales Sales Accounts Inventory | Shipping Billing
Rep Support Receivable Clerk Clerk Clerk
Staff

15. A GBI employee
creates a shipping manifest

16. A GBI employee
places the goods on the !
truck to be shipped

17. A GBI employee
gives the shipping manifest I
to the truck driver

18. A GBI employee
creates a shipping
document to show that the
goods have been shipped

19. A GBI employee
records that the goods !
have been shipped

20. A GBI employee
creates an invoice with a
remittance advice and
sends it to the customer

21. A GBI employee
receives the payment from
the customer with the
returned remittance advice

22. A GBI employee
records the payment from !
the customer

23. A GBI employee
takes all of the payments
for that day and makes up
a deposit slip for the bank

24. A GBI employee
deposits the cash in the !
bank.
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Task Assignment
Sales Sales Accounts Inventory | Shipping Billing
Rep Support Receivable Clerk Clerk Clerk
Staff

25, A GBI employee
records the bank deposit. !

26. A GBI employee
reconciles bank deposits
with the cash receipts on a
daily basis.

The OPart 20 tab of the Submission Template contains the informatithre fatbove matrix To this
spreadsheetddany ofthe fdlowing rolesthat you feel are necessaoyaccomplish appropriate
segregation of duties controls

- Receptionist

- Secretary

- Mailroom Clerk

- Warehouse Assistant
- Treasury Clerk

- Treasurer

- Accounting Manager
- Controller

- Office Manager

- Maintenance Supervisor
- Othersyou determine

Now reassign tasksyhere appropriate mitigate any known Segregation of Duties risks. You can
reassign task® anyof the employees listed in the original matrix or assign tasks to other GBI
employees not currently involved in the sdlesash process (the new rolesirabove that you are
adding to your spreadsheet).

Hint: It would be helpful to reference the risk assessment you completed in part 1.
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. Part 3 BAuthorization Matrix

The analysis in parts 1 & implies that actual paper documents are being produced in order to
complete the sales transaction. For most companies this is an invalid assumption since most of the
steps in this type of transaction are computerized.

For this part of the assignmerdwneed to determine the level of computer authorization each one of
the people that yoassigned tasks 1o part 2 should have in order to properly complete their tasks.
Hence, we want you to develop a closed security model in which you determineowipatter

access authorizations each one of the people in theteatash business process should be granted.

To properly organize your analysis you should place the results of this part of the assignment into an
authorization matriXSee Part 3 tab ité submission templateAlong the top of the matriput each

of therolesinvolved in the sales activity (those people from step 2, above). Down theteftside

are theelectronic documents involved in the process. The cells of the matrix shdilddwith the
symbol for the type of access that person should be allowed. The possible access types and their
corresponding symbols are:

C bCreate authorizatioBthe user can create a new document

R BRead authorizatioBthe user has access to ttacument in order to see its contents
U BUpdate authorizatioBthe user can change, edit, or void an existing document

D bDelete authorizatio®the user can eliminate the document from the system

A DAuthorize authorizatio®the user can signify théhe document is authorized
and should go on to the next step of the process

Theelectronic documentissted on the lefhand side of the matrixre

* Customer general sales master dafée general customer master data such as name,
address, contact information, etc.

* Customer financial master dd&Confidential customer data such as bank accounts, credit
card information, etc.

* Customer credit master ddd@Confidential customer data dealing with credit status

* Credit authorizatio®The da@umentation stating the credit limits and credit term&é&uh
customer

» Sales ordeBThe internal order that is used to start the process of delivering the product to the
customer

* Sales order acknowledgemén€opy of the sales order or similar documssnt to the
customer to confirm the agreed upon sales terms

* Picking ticketbInternal document used in pulling the desired products off the shelf in order to
deliver them to the customer

* Packing slipbListing of goods in the shipment (usually includedwilie respective goods)

* Shipping maifestbListing of goods, quantityand sometimes weights and volume of the
packages in the shipment, usually carried by the transporting companyOs employee

* Shipping reporbinternal report of the goods shipped out

* InvoiceDThe billing information to be sent to the customer

* Record of payment from custom2Record of the casteceived

* Bank deposit sliipRecord of deposit of the cash into the bank
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« Bank statemerdDocument showing transactions recorded in GBIOsiacby the bank

For example, the employee doing the-pades and sales (steps 1 and 2) might have the following

entries in the matrix:

customer

DocumentPerson Sales Person 2 Person 3 E
Employee

Customer general sales mas| C, R, U

data

Customer financiaiaster R

data

Customer credit master data| R

Credit authorization R

Sales order C,R,UA

Sales order acknowledgeme| R

Picking ticket R

Packing slip R

Shipping manifest

Shipping report R

Invoice R

Record of payment from R

Bank deposit slip

Bank statement

Based on the information in the matrix, the sales employee can create, read and update a customerOs
general master data. The sales employee can create, read, update, and authorize a sales order but
cannot delete the sales order document.
credit master data. The sales employee can read the credit authorization, sales order
acknowledgement, shipping report, invoice and the information amgrayby the customer, but

The sales employee can only read the customer financial anc
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canOt create, update, delete or authorize any of these. For all of the other documents, the employee
has no authorizations.

It is your job to determine the people involved in the process (you already did this in part 2), place
their names along the top of the matrix and then fill in the authorizations they should be granted with
respect to each of the documents.
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. Part 4 B Implementation in an ERP System

In the final part of the assignment you will be examiningatimorization process in the SAP system
and comparthose authorizations with the matrix you completed in part 3 of this assignment.

SAP enforces a very strong security policy. Every time an SAP transaction is executed, the userOs
authorizations are chee#t against that transaction to be sure that user is authorized to take the
specific action. If the authorizations properly check, then the transaction proceeds. Otherwise, the
user is informed that they are not authorized to execute the transactidre gmddess is terminated.

One of the strengths of the SAP authorization policy is the granularity of the security. This

granularity extends to not just finely defining the types of business transactions the user can execute
and the privileges allowed, balso the business objects that the user can process. For example, the
authorizations can be granted to allow reading of the data in a document for a specific transaction, but
not the ability to create a new document or change an existing document gartieatransaction.

Also, the SAP authorization system can restrict the specific document the user can access. For
example, the user may be allowed access to retail customers, but not wholesale customers. Or the
user may be allowed access to custometkewestern United States, but not in gzestern United

States.

While the SAP system is basedmofiles authorizationsauthorization objectandfields, the users

are categorized by their role in the organization. Hence, the role a user playsigahization

dictates what authorizations that user is granted. This is a strong form of authorization control since
when an employee changes jobs, the authorizations can be changed immediately so that the employee
can do the tasks of the new job, bisbahe authorizations associated with the old job are removed

from the system for that employee.

SAP groups authorizations together usimgaile. A profile can contain many authorizations or it
can contain additional profiles. Hence, the role theatwve looking at is also termed a profile.

An SAPauthorizations composed of a series afithorization objects

In the following, we ask you to examine some of the roles that are already defined in the system and
investigate how SAP assigns authorizai based on these roles.
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To access the predefined system roles, log into SAP using the same SAP system yopras&dif
assignmentand then take the following path:

Tools-> Administration-> User Maintenance> Role Administration> Roles { PFCG}

[& Role Edt Goto Utiities(M) Enyironment System Help
g VMBI @@ DHE fDhod HE @
Role Maintenance

[ ™'Y > Transactions

Role [ [8l7)6s] (@ sngeroe O comp. roke | [EEZ]

L
Name AR Supervisor

Govens ) (B

Favorites Description Target Sys

:

N No favorites exist

—— - W —== T

In the Role Maintenance screen hit tiews buttonand selecRolesin Comp. Role¢this means you
wish to view the roles that belong to a composite role, i.e. a group of roles).

This displays all of the system roles available and the@lels urler those roles.
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Expand the A/R clerk roleéSAP_AIO_AR_CLERK )Ky selecting the right facing triangle.

=4 Role Edit Goto Utiities(M) Environment  System  Help

[ B IC@@ DHE DDO8 BE @

Role Maintenance
™y > Transactions

Role [sap_aT0_aR_CLERK-K
Name AR Supervisor
&

Roles in Comp. Roles
» @ SAP_AIO_AP_CLERK_K
» ¢ SAP_AIO_AP_CLERK_S
~ P [SAP_AIO_AR_CLERK K
- @ SAP_AIO_AR_CLERKK
» @ SAP_AIO_AR_CLERK_S
» @ SAP_AIO_COSTACC_K
» @P SAP_AIO_COSTACC_S
» @ SAP_AIO_CUSTOMER_IT_ADMIN_S
» @ SAP_AIO_EMPLOYEE S
» @ SAP_AIO_ENG_SPECIALIST_S
» @ SAP_AIO_FINACC_K
» @ SAP_AIO_FINACC_S
» P SAP_AIO_PRODUCTIONPLANNER_K
» @ SAP_AIO_PRODUCTIONPLANNER_S
» @ SAP_AIO_PROJECTMANAGER_K
» P SAP_AIO_PROJECTMANAGER_S
» @ SAP_AIO_PURCHASER_E
» @P SAP_AIO_PURCHASER K
» @ SAP_AIO_PURCHASER_S
» P SAP_AIO_SALESPERSON_E
» P SAP_AIO_SALESPERSON_K
» @ SAP_AIO_SALESPERSON_S
» @ SAP_AIO_SHOPFLOORSPECIALIST_K
» @ SAP_AIO_SHOPFLOORSPECIALIST_S
» @ SAP_AIO_STRATEGICPLANNER_K
» @ SAP_AIO_STRATEGICPLANNER_S
» @P SAP_AIO_WAREHOUSESPECIALIST_E
» @ SAP_AIO_WAREHOUSESPECIALIST_S
» @P SAP_AUDITOR
» P SAP_AUDITOR_TAX
» @ SAP_BC_LVC_ALL
» @ SAP_BC_TWB_DEVELOPER
» @ SAP_BC_TWB_DISPLAY
» @P SAP_BC_TWB_ORG
» @ SAP_BC_TWB_TESTER
» &P SAP_BC_USR_CUA
» @ SAP BPT ADMINISTRATION

ID Single Role "D Comp. Role

Show Documentation

Description Target Sys
Accounts Payable Assistant
Accounts Payable Assistant
Accounts Receivable Assistant
AR Supervisor
Accounts Receivable Assistant
Cost Accountant
Cost Accountant
Administrator
Employee
Engineering Specialist
Financial Accountant
Financial Accountant
Production Planner
Production Planner
Project Manager
Project Manager
Purchaser
Purchaser
Purchaser
Sales Person
Sales Person
Sales Person
Shopfloor Specialist
Shopfloor Specialist
Strategic Planner
Strategic Planner
‘Warehouse Specialist
Warehouse Specialist
AIS - Audit Information System
AIS - Tax Audit
liveCache Administration Roles (Transport Help)
Test Workbench: Test Case Creater
Test Workbench: Display
Test Workbench: Test Organizer
Test Workbench: Tester
Roles for RFC User of Central User Administration
BPT: Arbeitsplatz fiir Administratoren
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Highlight the A/R SupervisorSAP_AIO_AR_CLERK) role and click on th®isplay Rolebutton
(the icon with the eye glasses).

=4 Role Edit Goto Utiities(M) Environment System Help

@ VB IC@@ DHE BT Oy @m

Role Maintenance
il ™ > Transactions

Role SAP_AIO_AR_CLERK-K
Name AR Supervisor
Eovens ) (B

Roles in Comp. Roles
» @ SAP_AIO_AP_CLERK K
» P SAP_AIO_AP_CLERK_S
~ P SAP_AIO_AR_CLERK K
- @I[5AP_AI0 AR CLERKK]
» @ SAP_AIO_AR_CLERK_S
» @ SAP_AIO_COSTACC K
» @ SAP_AIO_COSTACC_S
» @ SAP_AIO_CUSTOMER_IT_ADMIN_S
» @ SAP_AIO_EMPLOYEE_S
» @ SAP_AIO_ENG_SPECIALIST_S
» @ SAP_AIO_FINACC_K
» @ SAP_AIO_FINACC_S
» @ SAP_AIO_PRODUCTIONPLANNER_K
» @ SAP_AIO_PRODUCTIONPLANNER_S
» @ SAP_AIO_PROJECTMANAGER_K
» @P SAP_AIO_PROJECTMANAGER_S
» @ SAP_AIO_PURCHASER_E
» @P SAP_AIO_PURCHASER_K
» @ SAP_AIO_PURCHASER_S
» @P SAP_AIO_SALESPERSON_E
» @ SAP_AIO_SALESPERSON_K
» @ SAP_AIO_SALESPERSON_S
» @ SAP_AIO_SHOPFLOORSPECIALIST_K
» @ SAP_AIO_SHOPFLOORSPECIALIST_S
» @P SAP_AIO_STRATEGICPLANNER_K
» @ SAP_AIO_STRATEGICPLANNER_S
» @P SAP_AIO_WAREHOUSESPECIALIST_E
» @P SAP_AIO_WAREHOUSESPECIALIST_S
» P SAP_AUDITOR
» @P SAP_AUDITOR_TAX
» P SAP_BC_LVC_ALL
» @ SAP_BC_TWB_DEVELOPER
» @ SAP_BC_TWB_DISPLAY
» P SAP_BC_TWB_ORG
» P SAP_BC_TWB_TESTER
» @P SAP_BC_USR_CUA
» @ SAP BPT ADMINISTRATION

‘ [D) Single Role "D Comp. Role I

Show Documentation

Description Target Sys
Accounts Payable Assistant
Accounts Payable Assistant
Accounts Receivable Assistant
AR Supervisor
Accounts Receivable Assistant
Cost Accountant
Cost Accountant
Administrator
Employee
Engineering Specialist
Financial Accountant
Financial Accountant
Production Planner
Production Planner
Project Manager
Project Manager
Purchaser
Purchaser
Purchaser
Sales Person
Sales Person
Sales Person
Shopfloor Specialist
Shopfloor Specialist
Strategic Planner
Strategic Planner
‘Warehouse Specialist
‘Warehouse Specialist
AIS - Audit Information System
AIS - Tax Audit
liveCache Administration Roles (Transport Help)
Test Workbench: Test Case Creater
Test Workbench: Display
Test Workbench: Test Organizer
Test Workbench: Tester
Roles for RFC User of Central User Administration

BPT: Arbeitsplatz fiir Administratoren

¢

i —=
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On the Display Roles screen selectMenutab.

[E Role Edit Goto Utiities(M) System Help w

(4 FdEH @@ CHE DDLO BE @B
Display Roles

% G Other role o>

Role

Role :SAP_AIO_AR_CLERK»K ]
Description AR Supervisor

~ CYpescription (@ Menu @ Authorizations @ User MiniApps & Personalization

Administration Information Transaction Inheritance ||
Created Changed Derive from Role .

User PINOSM GREUTTER

Date 03/14/2007 09/06/2007

Time 12:48:22 14:34:39

Long Text

Y8 P HE RE

Li1,Co1l Ln1-Ln1of1 lines

:

= =

Expand the menu list. This shows the transactions that this authorization allows the user to do (the
technical term is that this is a User Menu). In order to provide additional control, a usdsecould
shown only the user menu and not even be allowed to see the general SAP menu that you normally
see when you first log into SAP. However, a user menu does not restrict the actual transactions the
user can execute, only those that they know about. iFb@metimes termed an ignorance control.

Question 4.1: Explain the logic behind an ignorance control. If this was the only control for a specific
set of risks, do you think that it would be an effective control? Explain your answer.
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Question 4.2: Goose one of the tasks under the Periodic and Closing Activities and explain what the
task is.

Now go to theAuthorizationgah Click on display authorizations data.

=g Role Edit Goto  Utiities(M) System Help w

[V FdEH @@ BHE fDOD BRE @
Display Roles
% @otherrole | &>

Role

Role LISAP_AIO_AR_CLEM-K ju!

Description AR Supervisor

CHpescription | @ Menu @ izati | W@user | MiniApps |

Created by Last Changed On/By

User PINOSM User GREUTTER

Date 03/14/2007 Date 09/06/2007

Time 12:48:23 Time 14:25:49

Information About Authorization Profile

Profie Name  |T_BY690094

Profile Text Profile for role SAP_AIO_AR_CLERK-K

Status Authorization profile is generated

Jarrtat A izati a ami-6eqerate Profiles
(6] Display Authorzation Data

[SADg 4
= ==
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Expand the authorizations matrix in thmancial Accountingrea by clicking on the plus sign to the
left of the role. Explore the various authorizations for the AR Supervisor role.

= Authorizations  Edit Goto  Utilities(M)  Enyironment  System  Help w

(4 VB @@ BHE Hhon ®m
Display role: Authorizations

b= @ Mlopen PEichanged MEMaintasined  Organizational levels... [E information
Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
SAP_AIO AR CLERK-K OC@ AR Supervisor
[0 CO@ Maintained Cross-application Authorization Objects

[0 OO@ Standard Basis - Development Environment
—E OO@ Maintained Financial Accounting

—&E coa ‘g Standard Accounting Document: Authorization for Company Codes
—E coa ‘g)'.amcamed Accounting Document: Authorization for Posting Periods
2 coa A Standard  Accounting Document: Authorization for Business Areas
—ECXX ‘g Standard Accounting Document: Authorization for Account Types
[~ OO@ A Maintained General Ledger: Authorization for Segment

—&E coa A%}famtained Customer: Change Authorization for Certain Fields
—B ooa ‘g Standard Customer: Application Authorization

[0 CO@ . Maintained Customer: Account Authorization

—&E coa ‘g Standard Customer: Authorization for Company Codes

[ CO@ A Standard Customer: Central Data

[~ OO@ A Maintained Customer: Account Group Authorization

—&E coa ‘g Standard Automatic Dunning: Authorization for Company Codes
— OO@ [ Standerd Automatic Dunning: Ruthorization for Account Types

— OO@ Standard Logistics Execution - Shipping
—@ OO Maintained Sales and Distribution

;

© SAP AG Page 23



case stupy D

Choose and expand t&¢andard Accounting Document: Authorization for Account Types

Click on the view details icon (the eyagses icon) to the left of Activity.

=g Authorizations  Edit Goto  Utilities(M)  Enyironment  System  Help w

(4 VB I SCHRE DDho0 FER @8

Display role: Authorizations

lellicl @ @ ¥ open ?ﬁchanged ¥ Maintained Organizational levels... [ information
Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
SAP_AIO AR CLERK-K OOd 2R Supervisor

[—C0 OO@ Maintained Cross-application Authorization Objects
[—3E OO@ Standard Basis - Development Environment
—CE OO@ Maintained Financial Accounting

—&E coa A% Standard Accounting Document: Authorization for Company Codes
—E coa ‘gy.amcamed Accounting Document: Authorization for Posting Periods
[0 CO@ . Standard Accounting Document: Authorization for Business Areas
—= coa ‘g Standard Accounting Document: Authorization for Account Types

3 OO@ Standard Accounting Document: Authorization for Account Types

‘@ tivity Create or generate, Change, Display
$rAccount Type All values

[~ OO@ A Maintained General Ledger: Authorization for Segment

—&E coa ‘g){amtained Customer: Change Authorization for Certain Fields
[~ OO@ [ Standard Customer: Application Authorization

[—® OO@  Maintained Customer: Account Ruthorization

—&E coa ‘g Standard Customer: Authorization for Company Codes

[0 CO@  Standard Customer: Central Data

—&E coa A%!(amtamed Customer: Account Group Authorization

—03E OC@ ,Q Standard Automatic Dunning: Authorization for Company Codes
—E ocoa ‘g Standard Automatic Dunning: Authorization for Account Types

[—C0 OO@ Standard Logistics Execution - Shipping
—00 OO@ Maintained Sales and Distribution

:

Question 4.3: What authorizations does the AR Supervisor not have for Account Types? Why do you
think the AR Supervisor would be restricted from these authorizations for this accounting document?

Using the preceding steps, look at the authorizations for the role AR Accountant
SAP_AIO_AR_CLERK.

Question 4: What activities and authorizations differ between the two roles?
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For the AR Accountant rolexpand the=inancial Accountinguthorizations table and click on the

overview icon (the mountain) to the left of Payment Advice Authorization for Company Code.

= Authorizations  Edit  Goto  Utilities(M) Environment  System  Help
[V FdH @@ CHE Do BE @@
Display role: Authorizations
& = @ Mlopen PEichanged MEMaintasined  Organizational levels... [E information

Maint.: 0 Unmaint. org. levels 0 open fields, Status: Unchanged
SAP_AIO_AR CLERK-S OO@ Accounts Receivable

00 OO@ Maintained Cross-application Authorization Objects

[—C0 OO@ Maintained Asset Accounting

[~ OOl Maintained Basis - Central Functions

[~ CO@l Maintained Classification

[—00 OO@ Maintained Controlling

[ OO@ Maintained Financial Accounting

3 oo Aintained Payment Advice: Ruthorization for Company Codes

EF OOC@ Standard  Payment Advice: Authorization for Company Codes

FECXX Maintained Payment Advice: Ruthorization for Company Codes

[ CO@ g Maintained Accounting Document: Account Authorization for Customers

A Maintained Vendor: Authorization for Company Codes

[—® OO@  Standard Automatic Payment: Activity Authorization for Company Codes
—E ooa ‘g)/.amcamed G/L Account: Authorization for Company Codes

—&E coa A%)'.amtamed Accounting Document: Account Authorization for Vendors
—E coa ‘gkamcamed Accounting Document: Account Authorization for G/L Accounts
[~ OO@ A Maintained Accounting Document: Authorization for Document Types
—&E coa ‘g){amtained Accounting Document: Authorization for Company Codes
[~ OO@ A Maintained Accounting Document: Authorization for Posting Periods
[—E® OO@ A Maintained Accounting Document: Authorization for Business Areas
—&E coa ‘g)/.amcamed Accounting Document: Authorization for Account Types
[~ OO@ A Maintained General Ledger: Authorization for Ledger
—&E coa A%)'.amtamed General Ledger: Authorization for Segment
—E coa ‘gkamcamed Line Item Display: Change and Save Layout
[~ OO@ Q Maintained Customer: Change Authorization for Certain Fields
—E coa ‘gStandard Customer: Application Authorization
—® 008 A Maintained : Account Authorization
[—E® OO@ A Maintained Customer: Ruthorization for Company Codes
[ CO8 A Standard Customer: Central Data
[~ OO@ A Maintained Customer: Account Group Authorization
—&E coa A%Standard Customer: Authorization for Account Analysis
—E coa ‘g Standard Credit Management: Authorization for Credit Control Area
—E ooa A% Standard Credit Management: General Maintenance Ruthorization
—E coa ‘g){amtained Credit Management: Account Ruthorization

coa

—0 OO@ Standard Treasury
—0 CO@ Changed Sales and Distribution

;

Question 4.5: What is the transaction code and activity description related to thezatittm?

Question 4.6: Based on your examination of the SAP roles and authorizations, cahwbattal
personOs job title and responsibilities might be for each of these profiles? Explain.
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Sofar we have only looked at preconfigured SAP roles. For most companies the assignment of
responsibilities to their employees can be different from that of the standardized roles that SAP
provides. That means that it would be the responsibility of theawghorization and security group

to customize the roles provided by SAP. As you might imagine, this is not a simple task. The
authorization matrix that you developed in step 3 of this case could be used to develop the necessary
authorizations for eaatole.

When users are first assigned roles, there is a good chance that the proper authorizations were not
granted for the users to accomplish their jobs. In this case, the transaction being executed will fail
authorization check. The user authorizatma security group must then investigate why the
transaction failed. This may sound like a daunting task, but there are tools that can be used to
simplify the process. Here is an example that we want you to try.

Get to the roles screen by the followipath:

Tools-> Administration-> User Maintenance> Role Administration> Roles {PFCG}

Enter TESTROLE in th®olescreen field. Under theolepull down (at the top of the screen) select

Create-> Role

Question 4.7: What happened? Why?

Now ener the following into the transaction entry box (top of screen to the right of the green check
mark):

/OSU53

This allows you to analyze why the transaction failed authorization. Briefly analyze why the previous
transaction failed.

This ends theassignment.

NOTE: An abbreviated version of this assignment has been provided for you to turn in your
answers for grading. The abbreviated document is calledEX4 SOD Submission
Template.xIsxO.
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